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Zero Trust Model

FORRESTER

Revolutionize Your
Security With Forrester’s
Reinvent Your

Zero Trust Model Security Strategy
With Zero Trust

Get business buy-in and keep hackers out

We live in an era of unprecedented cyber risk, made worse by archaic

systems, dissonant silos, and a dizzying array of new security tech

The struggle is real for today’s security leaders, but that’s where Zero Trust
comes in. It's a strateqy and framework designed to consolidate costs and

build protection into every single layer of your ecosystem
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Always Verify
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Workforce

Zero Trust

ISCO
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Cisco Zero 'I:rust
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Shift in IT landscape

Users, devices and apps are everywhere

Remote users, Sloud amal
contractors and _ cations
third-parties Evolving
perimeter
Workplace Workload Personal and Hybrid infra
structure

mobile devices

Cloud infras
| tructure

Enforce

policy-based controls loT Devices
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Workforce Workload

All Corp IT Data Center

SaaS /&Azur-’} aws DG

User & Device Access Application & Workload Access Network Access



Workforce - DUO



Multi-Factor Authentication
(MFA)

How it works: -

A user logs in using primary authentication
(something they know = username + pass
word).

Duo prompts the user with secondary
authentication (something they have =
push notification sent via Duo Mobile

app on their smartphone).

Establish Trust
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Workload - Tetration



Cisco Zero Trust for the Workload

How to Establish Trust with Tetration

e
2
Continuous
Trust
Verification
Visibility and Per workload, Real-time security
behavior modeling micro-segmentation policy health of workloads
WITH WITH BY
Application discovery and Automated, context-based, Security visibility and
dependency maps segmentation policy health score
All Processes, cmds, files, Consistent policy: Vulnerability, anomaly,

users and network comms Any workload, Anywhere forensic and threat data



Cisco Zero Trust for the Workload

Workload — Continuous Trust Verification
Use Cases How Cisco helps:

What is the real-time security
health of my workload environ-
ments?

| need to defend my workloads

from attacks

How can | leverage my other
security tools to protect my
workloads?

Log and Audit Everything




Workplace — SD-Access



Cisco Zero Trust for the Workplace

How to Establish Trust with SD-Access & ISE

Discover and
classify devices

WITH

loT device profiling BYOD
lifecycle management
User device Posture

Context-based network
access control policy for
users and things

WITH

Dynamic precise policies
Group-based (SGT)
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Continuous
Trust

Verification

Continuous security
health monitoring of
devices

BY

Continuous Posture
Vulnerability assessments
Indications of compromise



Workplace: Enforce Trust-based Access

Network Segmentation: Policy

With ISE Segmentation Policy
Segmentation Visitor

policy enforced the

way you actually Human Resources
intended through

dynamic Group- Sales

Based Policy. R&D

With Trust-Based Access, you can:
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Cisco Zero Trust for the Workplace

How to Establish Trust with SD-Access & ISE
Use Cases How Cisco helps:

What is, and has been,
on my network?

How do | establish trust for

users and things

| need to easily apply group-
based access control to every
user and device on my network

Log and Audit Everything



Cisco Zero Trust Portfolio Depth
r w
( Umbrella ) ( AMP ) ( Meraki )

( AnyConnect ) ( SD- WAN ) ( Email Security )

( Next-Generation Firewall ) ( ACI )
+ Detect & Respond

( Cisco Threat Response (CTR) )( Stealthwatch )




Ill
CISCO

AbghLCt,

I

N



